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Fraud: Scale

Key findings

PREVALENCE OF EXPERIENCING A SCAM IN LAST 12 MONTHS PREVALENCE OF LOSING MOMNEY TO SCAMS IN LAST 12
MONTHS
(o) Of adults claim to (o) Of adults went on
5 7 / have had a scam 2 3 / to have money stolen by
O experience in the last 12 o scammers in the last 12
months months
Armongst this group,

Shopping scam (54%) is
the most common type of
scam experienced

This rises to 41% in South
America and Africa

*An experience, whether successful or not for the scammmer

PERCENVED RESPONSIBILITY TO PROTECT PEOPLE FROM IMPACT OF SCAMS ON VICITM
SCAMS

(0] Of adults feel itis the (o) Of adults who were
/0 responsibility of Public service /0 scammed felt very or

or Commercial organisations somewhat stressed by the

to protect people from experience
scammers, primarily the online .
platform used by the 36% say they will be more

government (13%)

GASA feedzal

Global Arti-Scam Alliancs

VALUE LOST TO SCAMS

$442
Billion

(estimated, as seen
on methodology)

Has been lostto scams
worldwide in the last12
months

Funds are most commonly
sent via Wire or bank
transfer (29%) and credit
card payment (18%)

PREWALENCE AND OUTCOME OF REFORTING TO PAYMENT

FROWVIDER

14%

Of adults who were

scammed did report the
scam to the payment
service

30% were able to at least
partly recover the money

Source: Global Anti-Scan Alliance “Global State of Scams —2025”
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Fraud: Scale

Key Global findings

PREVALENCE OF EXPERIENCING A SCAM IN LAST 12 MONTHS

57%

MONTHS
Of adults Globally claim to (o)
have had a scam 2 3 /
experience in the last 12 0]
months |
Armongst this group,

Shopping scam (54%) is

the most common type of

scam experienced

A

*aAn experience, whether successful or not for the scammer

ﬂl—EI:VALI:NCI: OF LOSING MOMEY TO SCAMS IN LAST 12 \

Of adults went on
to have money stolen by
scammers in the last 12
months

This rises to 41% in South
America and Africa

)

PERCENVED RESPONSIBILITY TO PROTECT PEOPLE FROM
SCAMS

(0] Of adults Globally feel it is the

3 5 /0 responsibility of Public service

or Commercial organisations
to protect people from
scammers, primarily the online
platform used by the
scammer (13%) or the
government (13%)

. 69%

GASA feedzal

Global Anti-Scam Alliance

IMPACT OF SCAMS ON VICITM

Of adults Globally who were
scammed felt very or
somewhat stressed by the
experience

36% say they will be more
vigilant of scams as a result

ﬂ"ALUE LOST TO SCAMS

$442
.| Billion

(estimated, as seen
on methodology)

A

~

Has been lostto scams
worldwide in the last12
months

Funds are most commonly
sent via Wire or bank
transfer (29%) and credit

card payment (18%)

PREWALENCE AND OUTCOME OF REFORTING TO PAYMENT

PROVIDER

. 14%

Of adults Glebally who were
scammed did report the
scam to the payment
service

30% were able to at least
partly recover the money

Source: Global Anti-Scan Alliance “Global State of Scams —2025”
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Fraud: Geographic Impact

Although scam susceptibility appears globally dispersed, the likelihood
of financial loss is notably higher in developing countries

Top ten markets most vulnerable to being scammed Top ten markets most vulnerable to losing money
Ireland
Pakistan
Mexico United Arab
. Emirates
Vietham Philippines
Nigeria 3 scvai Nigeria i
Kenya Madyad Kenya 2
~— Brozi Brazil
Australia —
: South ; South
- Argentina Africa Argentina Africa
New -
Zealand

> |
ee Z I Q8. Have any of the following scams happened to you in the last 12 months? QI3. In the last 12 months, in total how much money did you
money lost, regardiess whether you managed to partially or fully recover it. Base: All respondents Globally (46000)

Global Anti-Scam Alliance

lose to scams? Please include the total amount of

Source: Global Anti-Scan Alliance “Global State of Scams —2025”
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Child Sexual Abuse Material; Scale

Prevalence estimates of TF-CSEA, by subtype and
recall period

PAST YEAR PREVALENCE LIFETIME PREVALENCE

Online 6.7% 26.6%

solicitation 57% M 7.8 18.9% ——e———136.1%
1.6% .2%

CSAM/IBSA 1o 2.4 3.3% e— 8. 2%

Exposure to 7 30 8.7%

unwanted 5.5 HH 9.6 4.2% —e—117.2%

sexual content

Online sexual 2. 4% 9.6%
exploitation 1.5% e+ 3.8 3. 35, o 126.4%
Sexual 2.5% 9.1%

extortion 1.5% e+ 4.3 51%—e——159%

0 5 10 15 20 25 30 35 40 0 5 10 15 20 25 30 35 40

Proportion of CSAM categorised as ‘self-generated’

2023-2024

East Asia and Pacific

Eastern and Southern Africa
Eastern Europe and Central Asia
Latin America and Caribbean
Middle East and North Africa

MNarth America

UNICEF region

Mot determined
South Asia
Western Europe

Total

B Self-generated categorisation 2023

82%

I 7 3%
I 56 %

35%
I =7 %
|

I 3%
44%

I 2%
I, G 2%

61%

52%

6%
3%

M 5%
I 22%

35%

65%

I 0%
65%

0 10 20 30 40 50 60 70 80 90

Data sources: INHOPE 'ICCAM’ 2023-2024 data provided to Childlight through a data

sharing agreement.

B Self-generated categorisation 2024

100

Source: Childlight “Into the Light 2026” report
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Child Sexual Abuse Material: “Self Generated”

Prevalence estimates of TF-CSEA, by subtype and [ Proportion of CSAM categorised as ’self-generated’J
recall period 2023-2024

East Asia and Pacific

82%
PAST YEAR PREVALENCE LIFETIME PREVALENCE Eastern and Southern Africa S
I <o
Online __6.7% - 26.6% | Eastern Europe and Central Asia ﬂ&‘l%
solicitation 57% i 7.8 18.9% —e———136.1% _ Latin America and Caribbean I 7 520
P 6% 5 2u, & Middle East and North Africa 3% 44%
- 38% 3%
unwanted 5 S0 g | i
sexual content
. . B5%
Onlinesaxual  24% “What feels alarming is how the E 65%
mcplottation o extorter threatens the child. They e QP ' 65%
employ emotional manipulation ey y : A0 50 60 70 80 S0 100
Sexual 2.5% S i images sent to family,
extortion = ol and use lntlmldatlng’ aggreSSIVQ frlends and Schools ot enerated categorisation 2024
» s { language and threats that escalate ' nildlight through a data
Report 2025
Source: Childlight

“Into the Light

2026” report m
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Child Sexual Abuse Material: New Technology

Category A

Category B

Category C

@ videos

1,035
30%

184
5%

1,000 2,000

() 1mages

2,237
65%

Al-generated images and videos by severity over the past two years

3,000

Source: IWF Annual Report 2025

Al-generated images and videos by severity over the past two years

Category A 3,799

33%

Category B 2,330
20%

Category C

0 1,000 2,000 3.000 4,000 5,000

() videos @ Images

5.491
47%

6,000
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Child Sexual Abuse Material: New Technology

Al-generated images and videos by severity over the past two years

Al-generated images and videos by severity over the past two years
2237
65%

Category A

|  QUOTES FROM THE HOTLINE
“We encountered Al companion
caegory [ 164 sites which offered explicit “Indistinguishable from
conversations with simulated photographic child
0 000 child characters and able to generate sexual abuse material.”
criminal images alongside the chats.”
® videos () Images Source: IWF Annual
Report 2025

() videos @ Images

Source: IWF Annual Report 2025 m
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Child Sexual Abuse Material: Hosting

Top 10 site types by number of actioned reports

Cyberlocker 21,570
(7%)
Image store 14,624
5%
Website 9,314
(3%)
Blog 5,067
(2%)

Video channel 3,766
(1%)
Forum 321
(1%)
Banner 2,703
(1%)
Search Site I 2,052
100
Social networking site 1,628
(1%)
0 50,000 100,000

Image host 241 453
(77%)

Source: IWF Annual Report 2025

EurOpe (lnc russe &Turkeyj _ A
(72%)
orin Amenes _ i
(17%)
hee - 29'7{98
(10%)
* onion (dark web) | 705

(0%)
Africa | 69

(0%)
South America | 24

(0%)
Australasia | 13

(0%)
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Child Sexual Abuse Material: Hosting
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Child Sexual Abuse Material; Scale

 Number of Reports

* 451,210 in 2025 - 1 every 70 seconds

* Reports Linked to Criminal Content

* 311,610in 2025 — 1 every 101 seconds

Multiple children per image or video, multiple images or videos per report

Source: IWF Annual Report 2025 m
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Pressure to Act: Remaining Relevant

During this Presentation

* Fraud totalling $12.6m

* 9 reports confirmed as linked to criminal content, some with multiple children
per image or video, multiple images or videos per report

Pressure on Governments and Regulators to “Act Now” Challenges the
Consensual, Multi-Stakeholder Model

e Unilateral Action Increasing
e Social Media Bans
* Smartphone Bans
» Age Verification Requirements
e Technology-free Schooling
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Questions?

Andrew.Campling@419.Consulting
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