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e A strong starting point determining high level direction and risk appetite, upon which the organization builds
its privacy organization

Organization

privacy strategy requures a strong a multidisaplinary privacy
organizational structure. This covers the structure of the privacy organization as well as the role and position

of key players, such as the Data Protection officer. This layer also covers accountability; how to prove
compliance?

m Policy, process & data
ePartnering wit Business to ensure data is protected, governed, managed and utilized effectively in line

with the organization’s strategy. Also covers technological challenges such as data access requests, data
retention, right to be forgotten, breach notification and international and 3™ party data transfers.

Culture & awareness

eCreating a high level of organizational awareness on privacy ensures that the organization’s employees know
and follow the rules.

Privacy operations

eEm ology. isi y efhcent a practical guidance
during conception of a new or changed product or service (Privacy by Design) as well as assessing new and

existing systems following the established PIA method. Also covers audit guidance and research into privacy
seal certification (new option in the GDPR).

Processing inventory

e A processing inventory is a fundamental element of any privacy program, and will be a mandatory
requirement following the GDPR;




Layer 1 | Strategy

Layer 2 | Organization

Layer 3 | Policy, process & data

Layer 4 | Culture & awareness

Layer 5 | Privacy operations

Layer 6 | Processing inventory

1. Define 2. Design 3. Implement 4. Operate >
Mobilize *Define business Execute Starting daily
stakeholders; requirements; implementation operations in
Create buy-in; | +(Re)design, plan; newly designed
Collect baseline | optimize or Piloting new way;
information; harmonize draft solutions; Support of
Define (key) deliverables; Optimize and managers and
stakeholders; *(Re)design roles harmonize staff to ensure
Define scope, & solutions; that the new
objectives, responsibilities; Implement situation is
stakeholders, *Develop organizational operationalized;
timeline and implementation changes; Ensure
involvement for | plan; Roll out new continuous
design phase; «Complete processes, roles improvement by
Collect and relevant review & using the Plan-
assess existing cycles; responsibilities; Do- Check-Act
documentation; | +Gather necessary Train in the use cycle;

Create approvals. of new Ensuring hand
commitment processes and over to

within solutions. business.
organization;

Gather

necessary

approvals.




Data Protection Authority (DPA)

visit

Data Breach simulation

Objective: Simulate a DPA visit to determine resilience of processing activities and measures
Result: Report containing investigation findings, public impact analysis and enforcement action analysis

2. Preliminary 4, Definitive
findings findings

Objective: Simulate and monitor a personal data breach to determine the status of the current process
Result: Report containing investigation findings, trained employees on personal data breach handling

4, Analysis and
reporting

Objective: Simulate a DPA visit to determine resilience of processing activities and measures
Result: Report containing investigation findings, public impact analysis and enforcement action analysis

2. Public incident
simulation




