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1. [bookmark: _GoBack]Registry Compliance audit reports
In furtherance of the DIDP process of ICANN, we would like to request information regarding ICANN’s internal processes, as well as external measures with respect to compliance and audits. 
In his speech at the opening ceremony for ICANN 51 (13 October, 2014, Los Angeles),[footnoteRef:1] Mr. Chehade emphasized the importance of audits, both internal and external, in ensuring compliance in the ICANN registers. Mr. Chehade has expressed, and rightfully so, a strong stance with respect to the necessity for compliance audits to ensure the fulfilment of contractual commitments. He has also mentioned that the audit of compliance is independent, which seems indicative of a fair and transparent system to keep checks on the process.  [1:  http://www.americanrhetoric.com/speeches/fadichehadeicann51.htm] 

This was reiterated again as a concern in the US Congressional Committee meeting on “Internet Governance Progress after ICANN 53.”[footnoteRef:2] Mr. Chehadi made it clear that ICANN “enforced contracts” with and that “regular audits of about 40000 complaints” were being conducted to that effect.[footnoteRef:3] [2:  Available at https://www.youtube.com/watch?v=fD_lNKXTg2k&feature=youtu.be&t=22m39s ]  [3:  Available at https://www.youtube.com/watch?v=fD_lNKXTg2k&feature=youtu.be&t=22m39s at 1.04.17.] 

We would therefore like to request you for 
1. Copies of the registry contractual compliance audit reports for all the audits carried out as well as external audit reports from the last year (2014-2015). 2.
2. A generic template of the notice served by ICANN before conducting such an audit.[footnoteRef:4]  [4:  Section 3.4, .com Registry Agreement, December 1, 2012. “…ICANN will (a) give reasonable advance notice of any such audit, which notice shall specify in reasonable detail the categories of documents, data and other information requested by ICANN.” available at https://www.icann.org/resources/pages/agreement-2012-12-05-en] 

3. A list of the registries to whom such notices were served in the last year
4. An account of the expenditure incurred by ICANN in carrying out the audit process. 
5. A list of the registries that did not respond to the notice within a reasonable period of time.
6. Reports of the site visits conducted by ICANN to ascertain compliance.[footnoteRef:5] [5:  Section 3.4, .com Registry Agreement, December 1, 2012. “…Upon no less than five (5) business days notice (unless otherwise agreed to by Registry Operator), ICANN may, as part of any contractual compliance audit, conduct site visits during regular business hours to assess compliance by Registry Operator with its covenants contained in Section 3.1…” available at https://www.icann.org/resources/pages/agreement-2012-12-05-en] 

7. Documents which identifies the registry operators who had committed material discrepancies in the terms of the contract.
8. Documents pertaining to the actions taken in the event that there was found to be some form of contractual non-compliance.
We hope that our request will be processed within the stipulated time period of 30 days. Do let us know if you require any clarifications on our queries.
Thank you very much.
Warm regards,
Padmini Baruah



2. Internal Website
In furtherance of ICANN’s DIDP process, we would like to request information on ICANN’s internal website, accessible to the employees and staff of ICANN.
In this respect, we would like to request you for a document containing the contents of the internal website. We believe it is in the interest of openness and transparency that ICANN ought to make its internal website available for scrutiny.
We hope that our request will be processed within the stipulated time period of 30 days. Do let us know if you require any clarifications on our queries.
Thank you very much.
Warm regards,
Padmini Baruah


3. Contracts appointing the contractual auditors
In furtherance of ICANN’s DIDP process, we would like to request information on the appointment of ICANN’s auditors.
At the discussion on Internet Governance and Progress, there was a lot of concern raised about the contractual compliance by the US Congressional Committee.[footnoteRef:6] Mr. Chehadi states with assertion that the number of people working on compliance audits has gone from ‘6 people to 25 people’[footnoteRef:7], and he believes that the role of ICANN lies in preventing illegal content on the internet through the mechanism of contractual audits. Given the importance that ICANN places on transparency and accountability, we are certain that you will agree with us that it is an issue of utmost public importance for the process of appointment of the compliance auditors – who play the role of a watchdog over ICANN – to be made public.  [6:  https://www.youtube.com/watch?v=fD_lNKXTg2k]  [7:  https://youtu.be/fD_lNKXTg2k?t=3873] 

In this respect, we would like to request you for a copy of the document that calls for appointments to the post of the contractual compliance auditor. Furthermore, we would also be highly obliged if you could let us have a look at the contracts that appoint said individuals as compliance auditors, as well as the names of the 25 people working on contractual compliance as specified by Mr. Chehadi in the briefing.[footnoteRef:8] [8:  https://youtu.be/fD_lNKXTg2k?t=3871] 

We hope that our request will be processed within the stipulated time period of 30 days. Do let us know if you require any clarifications on our queries.
Thank you very much.
Warm regards,
Padmini Baruah

4. Contractual Violations (Verisign)
In furtherance of the DIDP process of ICANN, we would like to request information regarding ICANN’s registry agreement with Verisign, the operator of the .com domain. 
In Article III of the Registry Agreement with respect to the .com domain, there are provisions pertaining to contractual compliance audits.[footnoteRef:9]. Given the concerns raised by the US Congressional Committee as well about contractual compliance having an effect on the kind of content that was on the Internet (such as child pornography, IP violations and so on)[footnoteRef:10], and how ‘ICANN is working to address those concerns’[footnoteRef:11], we believe that it is of public importance to understand if there was any action taken for instances of violation of contractual compliance. Mr. Chehadi has stated clearly that in the event that there is a complaint, ICANN reaches out to the Registries and Registrars and follows it up.[footnoteRef:12] We believe that this is likely to have contributed to a situation which has resulted in a disagreement between the registry operators and ICANN, the outcomes of which are necessarily to be put into the public domain. [9:  Section 3.4, Contractual and Operational Compliance Audits., .com Registry Agreement, (December 1, 2012), available at https://www.icann.org/resources/pages/com-2012-12-07-en
    (a) ICANN may from time to time (not to exceed once per calendar quarter) conduct, or engage a third party to conduct, contractual compliance audits to assess compliance by Registry Operator with its representations and warranties contained in Article II of this Agreement and its covenants contained in Article III of this Agreement. Such audits shall be tailored to achieve the purpose of assessing compliance, and ICANN will (a) give reasonable advance notice of any such audit, which notice shall specify in reasonable detail the categories of documents, data and other information requested by ICANN, and (b) use commercially reasonable efforts to conduct such audit in such a manner as to not unreasonably disrupt the operations of Registry Operator. As part of such audit and upon request by ICANN, Registry Operator shall timely provide all responsive documents, data and any other information necessary to demonstrate Registry Operator's compliance with this Agreement. Upon no less than five (5) business days notice (unless otherwise agreed to by Registry Operator), ICANN may, as part of any contractual compliance audit, conduct site visits during regular business hours to assess compliance by Registry Operator with its covenants contained in Section 3.1.
    (b) Any audit conducted pursuant to Section 3.4(a) will be at ICANN's expense, unless (i) the audit relates to Registry Operator's compliance with Section 3.1(c)(iv) and such audit reveals a material discrepancy or discrepancies in the data provided by Registry Operator, or (ii) the audit is related to a discrepancy in the fees paid by Registry Operator hereunder in excess of 5% to ICANN's detriment. In either such case of (i) or (ii) above, Registry Operator shall reimburse ICANN for all reasonable costs and expenses associated with such audit and such reimbursement will be paid together with the next Registry-Level Fee payment due following the date of transmittal of the cost statement for such audit..]  [10:  https://youtu.be/fD_lNKXTg2k?t=3820]  [11:  https://www.youtube.com/watch?v=fD_lNKXTg2k]  [12:  https://youtu.be/fD_lNKXTg2k?t=3885] 

We would therefore like to request you for copies of documents showing action taken by ICANN stemming from discrepancies in contractual compliance by Verisign, as revealed from the aforementioned audits.
We hope that our request will be processed within the stipulated time period of 30 days. Do let us know if you require any clarifications on our queries.
Thank you very much.
Warm regards,
Padmini Baruah


5. Registrar Compliance Audits:
In furtherance of the DIDP process of ICANN, we would like to request information regarding ICANN’s internal processes, as well as external measures with respect to compliance and audits. 
In his speech at the opening ceremony for ICANN 51 (13 October, 2014, Los Angeles),[footnoteRef:13] Mr. Chehade emphasized the importance of audits, both internal and external, in ensuring compliance in the ICANN registers. Mr. Chehade has expressed, and rightfully so, a strong stance with respect to the necessity for compliance audits to ensure the fulfilment of contractual commitments. He has also mentioned that the audit of compliance is independent, which seems indicative of a fair and transparent system to keep checks on the process.  [13:  http://www.americanrhetoric.com/speeches/fadichehadeicann51.htm] 

This was reiterated again as a concern in the US Congressional Committee meeting on “Internet Governance Progress after ICANN 53.”[footnoteRef:14] Mr. Chehadi made it clear that ICANN “enforced contracts” with and that “regular audits of about 40000 complaints” were being conducted to that effect.[footnoteRef:15] The Registrar Accreditation Agreement, 2013 makes it evident that there are mechanisms in place for self assessments by the Registrars, as well as audits for contractual compliance.[footnoteRef:16]  [14:  Available at https://www.youtube.com/watch?v=fD_lNKXTg2k&feature=youtu.be&t=22m39s ]  [15:  Available at https://www.youtube.com/watch?v=fD_lNKXTg2k&feature=youtu.be&t=22m39s at 1.04.17.]  [16:  Section 3.15, Registrar Accreditation Agreement, 2013. “Registrar Self-Assessment and Audits. Registrar shall complete and deliver to ICANN on a schedule and in the form specified by ICANN from time to time in consultation with registrars a Registrar self-assessment. Registrar shall complete and deliver to ICANN within twenty (20) days following the end of each calendar year, in a form specified by ICANN a certificate executed by the president, chief executive officer, chief financial officer or chief operating officer (or their equivalents) of Registrar certifying compliance with the terms and conditions of this Agreement. ICANN may from time to time (not to exceed twice per calendar year) conduct, or engage a third party to conduct on its behalf, contractual compliance audits to assess compliance by Registrar with the terms and conditions of this Agreement. Any audits pursuant to this Section 3.15 shall be tailored to achieve the purpose of assessing compliance, and ICANN will (a) give reasonable advance notice of any such audit, which notice shall specify in reasonable detail the categories of documents, data and other information requested by ICANN, and (b) use commercially reasonable efforts to conduct such audit in such a manner as to not unreasonably disrupt the operations of Registrar. As part of such audit and upon request by ICANN, Registrar shall timely provide all responsive documents, data and any other information necessary to demonstrate Registrar's compliance with this Agreement. Upon no less than ten (10) days notice (unless otherwise agreed to by Registrar), ICANN may, as part of any contractual compliance audit, conduct site visits during regular business hours to assess compliance by Registrar with the terms and conditions of this Agreement. ICANN shall not disclose Registrar confidential information gathered through such audits except as required by applicable law, legal proceedings, or as expressly permitted by any Specification or Policy (including ICANN's Documentary Information Disclosure Policy, as such policy may be amended from time to time); provided, however, that, except as required by applicable law or legal proceedings, ICANN shall not release any information that Registrar has marked as, or has otherwise designated in writing to ICANN as, a "confidential trade secret," "confidential commercial information" or "confidential financial information" of Registrar. If any applicable law, legal proceeding or Specification or Policy permits such disclosure, ICANN will provide Registrar no less than fifteen (15) days notice of its intent to disclose such information, unless such notice is prohibited by law or legal proceeding. Such notice shall include to whom and in what manner ICANN plans to disclose such information”] 

Therefore, in the interest of transparency, we would therefore like to request you for 
a. Copies of the registrar contractual compliance audit reports for all the audits carried out as well as external audit reports from the last year (2014-2015). 
b. A generic template of the notice served by ICANN before conducting such an audit.[footnoteRef:17]  [17:  Section 3.15, Registrar Accreditation Agreement, 2013. “…ICANN will (a) give reasonable advance notice of any such audit, which notice shall specify in reasonable detail the categories of documents, data and other information requested by ICANN.” available at https://www.icann.org/resources/pages/approved-with-specs-2013-09-17-en#raa.] 

c. A list of the registrars to whom such notices were served in the last year.
d. An account of the expenditure incurred by ICANN in carrying out the audit process. 
e. A list of the registrars that did not respond to the notice within a reasonable period of time.
f. Reports of the site visits conducted by ICANN to ascertain compliance.[footnoteRef:18] [18:  Section 3.15, Registrar Accreditation Agreement, 2013. “…Upon no less than ten (10) days notice (unless otherwise agreed to by Registrar), ICANN may, as part of any contractual compliance audit, conduct site visits during regular business hours to assess compliance by Registrar with the terms and conditions of this Agreement.” available at https://www.icann.org/resources/pages/approved-with-specs-2013-09-17-en#raa.] 

g. Documents which identify the registrars who had committed material discrepancies in the terms of the contract.
h. Documents pertaining to the actions taken in the event that there was found to be some form of contractual non-compliance.
i. A copy of the registrar self-assessment form which is to be submitted to ICANN.
We hope that our request will be processed within the stipulated time period of 30 days. Do let us know if you require any clarifications on our queries.
Thank you very much.
Warm regards,
Padmini Baruah


6. [bookmark: 3.15]Registrar’s Abuse Contact and Duty to Investigate Reports of Abuse
In furtherance of the DIDP process of ICANN, we would like to request information regarding the Registrar’s duty to investigate reports of abuse involving registered names that are sponsored by the Registrar, including reports of illegal activity.
As a part of the Registrar Accreditation Agreement, 2013, there is an obligation on the Registrar to maintain an abuse contact to receive reports of abuse, and to take prompt action to investigate and respond to reports of such abuse.[footnoteRef:19] We believe that given that there is global concern about the regulation of illegal activity on the internet, it is in the interest of the public that the process for regulating such content be made public. We would like to request you for: [19:  Section 3.18, Registrar Accreditation Agreement, 2013. “Registrar's Abuse Contact and Duty to Investigate Reports of Abuse.
    3.18.1 Registrar shall maintain an abuse contact to receive reports of abuse involving Registered Names sponsored by Registrar, including reports of Illegal Activity. Registrar shall publish an email address to receive such reports on the home page of Registrar's website (or in another standardized place that may be designated by ICANN from time to time). Registrar shall take reasonable and prompt steps to investigate and respond appropriately to any reports of abuse.
    3.18.2 Registrar shall establish and maintain a dedicated abuse point of contact, including a dedicated email address and telephone number that is monitored 24 hours a day, seven days a week, to receive reports of Illegal Activity by law enforcement, consumer protection, quasi-governmental or other similar authorities designated from time to time by the national or territorial government of the jurisdiction in which the Registrar is established or maintains a physical office. Well-founded reports of Illegal Activity submitted to these contacts must be reviewed within 24 hours by an individual who is empowered by Registrar to take necessary and appropriate actions in response to the report. In responding to any such reports, Registrar will not be required to take any action in contravention of applicable law.
    3.18.3 Registrar shall publish on its website a description of its procedures for the receipt, handling, and tracking of abuse reports. Registrar shall document its receipt of and response to all such reports. Registrar shall maintain the records related to such reports for the shorter of two (2) years or the longest period permitted by applicable law, and during such period, shall provide such records to ICANN upon reasonable notice.”
available at https://www.icann.org/resources/pages/approved-with-specs-2013-09-17-en#raa.] 

1. Reports of illegal activity submitted to these contacts in the past year (2014-2015)
2. Records relating to the action taken by the registrars that have been submitted to ICANN over the past year.
We hope that our request will be processed within the stipulated time period of 30 days. 
Do let us know if you require any clarifications on our queries.

Thank you very much.

Warm regards,
Padmini Baruah
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